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Abstract — Edge Devices with limited power and processing
performance need the help of hardware-based security solutions
in order to provide sufficient security services. The hardware-
based security solutions have been proposed to separate
hardware resources into the secure area and the normal area
and determine whether accessible according to the secure mode
of the processor. The solutions determine secure mode based
on the importance of the application or to let the user decide.
However, this makes it possible for unauthorized users to access
the secure area when the device is stolen or replicated. To solve
this problem, we propose a hardware-based pre-authentication
protocol which determines if the edge device is a safe situation.
The proposed pre-authentication protocol includes all the
processes the chip producing, issuing, and using. SoC with the
Core-A processor and pre-authentication module was
implemented as a hardware chip, and it was confirmed that
Core-A enters secure mode after succeeding in the pre-
authentication protocol.
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I. INTRODUCTION

With the recent advances in smartphones and IoT
technology, tasks that were previously only available on PCs
have become possible in edge devices. These tasks have
expanded to include financial, healthcare, and transportation,
which can affect users' personal information, property, and
safety. As hackers who have been performing attacks in the
PC environment also attack wusers using security
vulnerabilities of edge devices, it is essential to apply security
solution to edge devices. However, it is difficult to apply the
heavy security software used in PCs to edge devices which
have limited power and processing performance. As a result,
a variety of hardware-based security solutions [1-10] have
been proposed to reduce the load on processing performance
and available in low-power environments.

As one of the hardware-based security solutions, it has
been proposed for separating the hardware processing
environment according to the application. Intel's software
guard extensions (SGX) [1] and ARM's Trustzone [2] are
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solutions that separate hardware resources into normal area
and secure area, and access area according to the secure mode
of the processor. Intel's SGX allows the user to determine the
processor's secure mode through software, and ARM's
Trustzone determines the processor's secure mode based on
the importance of the application. However, these solutions
do not distinguish between whether the current edge device is
in a safe or dangerous situation, it can be accessible to the
secure area even when the edge device is stolen or replicated
and can pose a security threat.

We propose a hardware-based pre-authentication protocol
to determine if the edge device is in a safe situation. Only
processors on edge devices authenticated through the pre-
authentication protocol can enter secure mode. It can prevent
the processor from entering the secure mode when the device
is lost, stolen, or replicated. The authentication protocol
meets the following security requirements:

- Object authentication: If the protocol succeeds, it must

verify the identity of the object participating in it.

- Keyexchange: If the protocol succeeds, participants in
the protocol should be able to share a secure session
key.

- Confidentiality: While the protocol is proceeding,
sensitive information contained in messages should
not be able to be identified by an attacker.

- Integrity and non-repudiation: Sensitive information
in the protocol must not be tampered with by the
attacker, and messages that are approved by each
participant should not be denied subsequently.

- Prevent reuse attacks: If an attacker saves some of the
messages from a performed protocol and then reuses
them later, participants should be able to recognize
them.

- Preventing man-in-the-middle attacks: When an
attacker attempts a man-in-the-middle attack, there
should be no additional information or permissions
obtained by the attacker compared to normal
circumstances.

This paper consists of: Chapter 2 describes the subject of
the protocol and the pre-authentication protocol process, and
Chapter 3 analysis the security of the authentication protocol.
Chapter 4 describes the hardware-based pre-authentication
protocol and the SoC structure that was implemented and
concluded in chapter 5.
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II. PRE-AUTHENTICATION PROTOCOL

In this section, we show the subject of the protocol and
describe protocol process details.

A. Protocol Subject

The subject spearheading the protocol is a chip,
manufacturer, issuer, instrument, and trusted service manager
(TSM). The relation between each subject is shown in Fig. 1.
The description of each subject is as follows.
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Fig. 1. The relation between subjects of pre-authentication protocol

a. Chip

The security chip mounted inside the device has a PUF-
based key that enables identification of the chip. The PUF-
based key is the private key (Pvcpi,) of the public-key
cryptography and the symmetric key ( Smcp;, ) of the
symmetric-key cryptography. The chip includes a hardware
module that performs a cryptographic algorithm (public-key
cryptography, symmetric-key cryptography, hash function,
random number generation) and must be able to store private
information securely and perform knowledge-based
certification.

b. Manufacturer (MF)

A chip manufacturer is responsible for everything involved
in chip manufacturing, including physical chip manufacturing
and the installation of the necessary software. It gives the chip
a serial number (SN), and the connection between the chip
and the manufacturer is considered as a trust interval.

c. Issuer & Issuing Machine (IM)

The issuer is the subject issuing the chip to the user, such
as the bank. The issuer makes the chip issued through the
issuing machine, and the connection between the chip and the
issuing machine is considered as a trust interval. The chip that
has been issued becomes available.

d. Trusted Service Manager (TSM)
As a subject that ensures the reliability of the chip, it
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manages the chip's ID and public key and issues a certificate
of the chip's public key (Pbpip). TSM has its private key
(Pvrgy ) and public key (Pbrgy ) to use the public-key
cryptography. The communication between the TSM and the
issuer is considered as a trust interval, and the communication
between the TSM and the chip can be dangerous.

e. Device

The device, including the chip, support the operating
system and hardware for i/o interface with a user,
communication with TSM. The device assumes that it is not
safe because it is possible to attack, such as hacking, and
therefore, the communication channel (communication
between device and TSM) is not safe.

B. Protocol Process

The pre-authentication process can be divided into three
main stages: The Manufacturing stage of manufacturing
security chips in the factory, the Issuing stage of issuing
security chips to the user, and the Using stage of using
security chips to operate the application. Devices equipped
with a security chip can activate the processor's secure mode
permission after performing the pre-authentication at a
power-on or periodically.

a. Manufacturing

In the manufacturing process, the manufacturer gives SN
to the chip and manages the SN list given to the chip. The
chip has an SN and PUF-based key (Pvcpip, SMcpip) inside.
The manufacturer delivers the finished chip to the issuer, such
as the bank, and delivers the SN list of the manufactured chips
to the TSM.

b. Issuing

Issuing is the process of exchanging information between
the chip and the TSM. At this time, the communication
between the chip and TSM is made through the IM of the
issuer. IM is regarded as a reliable device, and
communication between chips and issuing devices, and
issuing devices and TSM are also regarded as a trust interval.
The issuing process can be divided into three primary steps:

1. The chip sends its SN to the TSM and generates a
Pbchip for Pvchip.

2. Chips and TSM exchange each other's public keys.
TSM sends its Pbrgy, to the chip, and the chip sends
its Pbcpip-

3. TSM generates a certificate (Certep;y) for Pbepgy

and sends to the chip.

After the issuing is terminated, the chip has its SN,
SMenip s PVchip s Pbenip » Cérteny , and Pbrgy . TSM
manages the SN and Pb.y;;, as a list. The chip that is issued
is delivered to the user and ported to the device.

c. Using

The process of being certified by TSM before the device's
processor enters secure mode so that users can safely use
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services such as mobile banking. The communications
between chip and TSM are non-trust interval and use security
protocol since it through the user, the app, and the device. The
authentication process for the chip and the device includes
forming a security channel session for further information
exchange with the TSM. The process of use is divided into
SiX steps:

1. Comparing the device authentication information
(HK j¢pice) stored on the device to the authentication
information that was encrypted existing in the chip,
the chip authenticates the user and the device.

The chip and TSM certify each other through the SN,
the other party's public key, and the certificate.
Depending on the public-key cryptography used,
detailed steps of the signature and authentication
algorithm [11] may vary.

Chip and TSM generate a one-time share key using
public-key cryptography and a random number
generator. Depending on the public-key cryptography,
the detailed key sharing algorithm [12] may be
different. A one-time share key is used as a session key
for a session.

Using the session key, symmetric-key cryptography,
and message authentication code (MAC) algorithm,
chip, and TSM perform secure communication.
Before the session ends, send the chip's signature of
the message used in the session to TSM.

Send the hash value (HK ;... ) of the session key used
in this session to the device and store the value
encrypted ( EHKgepice ) by symmetric-key
cryptography and Smgy;, to the chip. Hashed
session key wvalue is used in the following
authentication as authentication information for the
device.

After authentication to the chip and device through the
Using stage, the processor gains permission to enter secure
mode. After the Using stage end, the chip has its SN, Sm;,,
Pvchip , Pbchip , Cethm-p , PbTSM' and EHKdevice . TSM
has an SN-Pb.;,, list, and the device has a HKgepice-

11l. SECURITY ANALYSIS OF PROTOCOL

This chapter analyzes the security features provided by the
proposed protocol. MF and IM, which are only involved in
the manufacturing and issuing, are always assumed to be safe
communication. We analyze the security of chips, TSM, and
device objects and describes security features that satisfy.

A. Object authentication

Pre-authentication's Using stage provides mutual
authentication and key exchange between chip and TSM. The
chip and TSM can verify the identity of the other party by
using the public key stored in the issuing step, confirming that
the other party is the authorized owner of the private key
associated with the public key. The identity of the device can
be confirmed by HK.,ice, Which indicates 'the same device
as the device that was connected to the previous protocol.'.
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It can be assumed that the TSM is attacked and critical
information about the chip is leaked. Even so, the leaked SN
and public key of the chip does not make the attacker can
disguise it as a legitimate chip.

B. Key exchange

After performing the pre-authentication's Using stage, the
chip and TSM are securely shared session keys by public-key

cryptography [12].
C. Confidentiality

Session keys are securely shared through public-key
cryptography. Messages encrypted with session keys are
securely protected between chip-TSM and cannot be verified
by an eavesdropper.

D. Integrity and Non-repudiation

The MAC of messages generated by session keys is
securely protected between chip-TSM and causes errors when
tampering in the intermediate. The signature of the public-key
cryptography ensures integrity and non-repudiation.

E. Prevent reuse attacks

Reuse attacks are impossible because we use a random
number generator to generate shared keys in public-key
cryptography. The generated shared key is used only as a one-
time session key.

F. Prevent man-in-the-middle attacks

Since the chip and TSM have the other party's public key
in advance, all the messages sent are guaranteed their validity
by signature, the attacker cannot deceive and intervene in the
identity.

IV. IMPLEMENTATION AND CHIP VERIFICATION

A. SoC Implementation

We designed the security SoC with the hardware-based
pre-authentication protocol. The structure of the entire
security SoC is shown in Fig. 2. The hardware-based pre-
authentication protocol module consists of a logic part that
controls the protocol process, via PUF cell [13] for chip
recognition and key generation, and cryptographic modules
that operate cryptography algorithms. The other part of SoC
was configured using the Core-A processor [14] and static
random-access memory (SRAM) to determine whether
entering the processor's secure mode depending on pre-
authentication protocol success.

The cryptographic modules consist of the symmetric-key
cryptography algorithm AES [15] and SEED [16], the public-
key cryptography algorithm ECC [17], hash algorithm
SHAI1[18] and SHA2 [18], and true random number
generator (TRNG) [19] for generating random numbers. For
protocol control and parameter storage, non-volatile (NV)
memory and RAM are used, which both are SRAM. The
universal asynchronous receiver/transmitter (UART)
protocol which is serial communication, is used as an external
communication interface.
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Fig. 2. The structure of implemented SoC

We implemented the security SoC using the Samsung 60
nm complementary metal-oxide-semiconductor (CMOS)
application-specific integrated circuit (ASIC) technology
library. The security SoC was implemented at 20Mhz clock
frequency. The post-synthesis results of the pre-
authentication module are shown in Table 1. The gate count
of the whole pre-authentication module and each submodule
are presented separately.

TABLE I. Gate Count of Pre-Authentication Protocol

Module Gate Count

Pre-Authentication Total 353,662
AES 33,897
SEED 14,700

ECC 139,034
SHALI 10,572
SHA2 15,194
TRNG 1,267
NV 1,409
RAM 86,513

UART 1,153x2

B. Chip verification

We used the test board to verify the implemented chips.
The chip was operated at 40Mhz, and the data for verification
was exchanged through UART communication with PC. The
test board shown in Fig. 3 is connected to the PC.

We made a software program that performs the operation
of the manufacturers, issuers, devices, and TSM to verify that
the implemented chip performs the pre-authentication
protocol correctly. It was confirmed that the chip performs the
pre-authentication protocol correctly, and it was confirmed
that the processor could enter the secure mode only if the
authentication is successful. The pre-authentication protocol
is performed through the software program shown in Fig.4.
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Fig. 3. Test board for verify chip operation
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Fig. 4. The software program for verify pre-authentication protocol

Authentication succeeded

V. CONCLUSION

We proposed a way to protect the device's secure world
from danger situation where the device is stolen or replicated
by checking before the processor entering secure mode. We
proposed the pre-authentication protocol, which can
determine whether the device is safe or not and analyzed the
security of the proposed protocol. The protocol provides the
object authentication of edge devices, safe key exchange,
confidentiality and integrity of information, non-repudiation,
and prevention of reuse attack and man-in-the-middle attacks.
It was implemented in a chip to verify that the processor
enters secure mode only in safety situations that pass the pre-
authentication protocol.

The hardware-based pre-authentication protocol we
propose can authenticate the edge device, but the legitimacy
of the software installed within the device is unknown. If the
application running on the device is tampered with, or if a
malicious program is performed to monitor what the user
enters the device, the user may still be exposed to security
threats. Therefore, hardware-based security solutions such as
SGX and TEE or software-based security solutions must be
added for a completely secure edge device execution
environment.
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