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Abstract - The designed elliptic curve cryptography (ECC)
processor was developed for elliptic curve digital signature
algorithm (ECDSA) and elliptic curve diffie-hellman (ECDH).
Currently, the ECC Processor is a processor designed based on
redundant signed digit (RSD). All internal operations are based
on RSD, while ECC is implemented with NIST P-256 curve. In
the sub-operation module, modular multiplication uses
Montgomery modular multiplication. Since we are designing a
chip that supports DTLS, we designed to reduce the area of the
ECC processor and used the following process. The Digital type
Magna 180nm process has a supply voltage of 3.3V and a
maximum operating frequency of 200MHz.
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I. INTRODUCTION

Elliptic curve cryptography (ECC) is a public key
cryptosystem based on the elliptic curve theory. Currently, the
network is connected to all objects, and personal information
is used or collected to provide convenience to people in all
life, but it has a disadvantage that it is vulnerable to security.
Because the Internet of Things (loT) devices have low
computing power, it is difficult to apply security using
software that requires high computing power. Therefore,
hardware security is an important part to increase security
with these constrained resources. In this paper, we designed
An ECC which is widely used in the mutual authentication
process among the public key cryptosystems by optimizing
the speed and area so that it can be applied to the 10T devices

[1].

1. EXPERIMENTS

A. Elliptic Curve Cryptography (ECC)

The elliptic curve cryptosystem has the advantage of
providing a similar level of stability while using short keys
compared with public key cryptosystems such as RSA. Due
to these advantages, many researches are being carried out
now, and it is widely used because it shows high security even
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in the environment where the amount of data to be transmitted
and the computation amount is low like the 10T environment.
ECC, like other public key cryptosystems, can be computed
within a theoretically finite time, but it takes too long time to
calculate. The computation required to implement the core
system of elliptic curve cryptosystem implemented in this
paper is Scalar multiplication, which computes the value Q =
kP by multiplying the integer k by an arbitrary point P on the
elliptic curve. The elliptic curve was designed based on the
NIST Curve P-256 Curve [2].
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Fig. 1. ECC Processor Layer

B. Elliptic Curve Digital Signature Algorithm (ECDSA)

ECDSA stands for Digital Signature algorithm using an
elliptic curve. The ECDSA algorithm has a process of signing
and a process of verifying the signature. The signing part
allows the message recipient to verify that the message is
authentic using the authenticator's public key. First, a variable
length message is converted into a fixed length message
digest H (m) by using a hash algorithm [3].

Signature generation - To proceed with the signing
process, use the modules shown in Fig. 2 and follow the
procedure below. The value of K is the temporary random
generated by key value, d is the private key value of the
message sender, P is the base point value of NIST P-256, and
H (m) is the message hash result value using SHA-2. The
group order for the curve group is denoted N.
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During the verification process, the proof proceeds as
follows.
1. uP+ u,G=H(m)s P +rs71G
2. uP+ u,G=H(m)s P +rs~1dP
Scalar Multiplication Modular N 3. uP+ u,G = (H(m) +dr)s™*P
(kP) 4. Sinces=(H(m) +drk™?
5 k =(H(m)+drs?
6. uw,P+ u,G=kP
Control Unit C. Elliptic Curve Diffie-Hellman (ECDH)
ECDH is a popular key exchange protocol. The key
exchange algorithm also uses elliptic curves. It is necessary
Modular Modular Modular Division to know the private key before activating the ECDSA
Multiplication Addition authenticator. The public key is derived from the private key
and the domain parameters. The key pair must reside in the
authenticator's memory. The private key is not accessible
Fig. 2. ECDSA Signature Generation Module from the outside. The public key, on the other hand, must be
publicly readable.

Signature generation Algorithm The key module used here is a scalar multiplication, which
1. Random Choose an integer k from [ 1, N-1] can generate the public key. When the generated public key
2. Compute r = kP(x) mod N is sent to the other party, the other party can generate a shared
3. Compute s = (H(m) + dr)k™* mod N key that can be shared with each other using the public key.

Fig. 4 is ECDH Key Exchange Protocol.
Signature verification - The verification process is shown

in Fig. 3, and it is followed the procedure below. Input value

P is the base point value of NIST P-256, and G is the public
Key of Sender. Signature value (r, s), the message sent by the D K D K
sender is converted to H (m) using the same SHA-2 A Private Key : BYs Private Key :
algorithm. ) ,
Gx, y) = kP(xy) Glx y) = kPxy)
Glx, y)
Glx y)
Scalar Multiplication [—
) Modular N Shared Key= k& (x) Shared Key = K6
Shared Key= kk'P(xy) Shared Key = k'kP(xy)
Control Unit
Point A B
Modular o Addition Fig. 4. ECDH Key Exchange Protocol
Multplication Modular Division S
D. Scalar Multiplication
Scalar Multiplication is the most important part of the ECC
Fig. 3. ECDSA Signature Verification Module processor. We have tried to optimize Scalar multiplication
. o ] internal modules. Fig. 5 shows the internal modules that make
Signature verification A'QOV'“lrln up the internal Scalar Multiplication [4].
1. Compute u; = H(T)S mod N The existing Scalar Multiplication consists of Point
2. Compute u, =rs™" mod N Addition and Point Doubling. However, the module must be
3. Compute u,P minimized in area to be used in 10T environment. Therefore,
4. Compute u,G the area is minimized by using the operation code in the
5. Compute u;P+ u,G=(x; ,¥,) control unit to minimize the area. The most used Modular
6. Compute x, mod N Multiplication and Division modules are integrated to
7. Compare x, mod N and r. If r = x2 mod N then  minimize the area [5].

signature is valid.
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Fig. 5. Scalar Multiplication Module

F. Performance Optimization

This section will show you how to optimize performance.
Optimization was performed using the following methods,
and some modifications were made in the basic algorithm.

Area Optimization — To optimize the area, we analyzed

all the modules and reduced unnecessary modules to create
one ECC process. In many cases, the encryption process uses
the previous operation result to perform the next operation, so
that modules not used in other functions can be reused.

Speed Optimization — Unlike existing design, this System
was designed with SD number system. Using the number
system, the carry propagation problem can be solved. Each
digit has a positive value and a negative value, so that one
number can be expressed differently and thus has a
Redundant characteristic. All operations are performed in the
RSD number system. The speed optimization method
improves performance by using hardware parallel
computation.

G. Circuit desigh method

For circuit design and processing, follow the design flow
below.

(1) Design circuit and interface determination
- Select interface after defining design requirements
- Datapath design and FSM creation

(2) RTL Design

- RTL Design using Verilog-HDL
- Apply SRAM IP

- ECC Module design

- USB Interface Design

- Design of whole control unit

(3) Functional Verification
- FPGA Verification :
Xilinx Vivado 16 & FPGA Kintex7 series
- USB Test after attaching interface
- Use Agilent Logic Analyzer

(4) Synthesis
- Use Design-Compiler

http://www.idec.or.kr
- Timing check using PrimeTime after synthesis

(5) Use Floor planning, Place&Route - IC-Compiler
-Timing check using Prime-Time after P & R

(6) Use Post layout simulation - VCS

I1l. RESULTS AND DISCUSSION

In this session, we compare the initial version with the
function-oriented version and the current area and speed
optimized version. The initial version is a pseudocode-based
version, with very few optimizations.

A. FPGA Function Test

FPGAs were used for functional testing of this design. And
XC7K325T-2FFG900C of Kintex 7 was used. The test is the
result of testing mainly Scalar Multiplication of main core.
The FPGA was connected to PCle and tested. The test
environment operated at 100Mhz and one Scalar
Multiplication operation took about 4.9ms. In one operation,
the FPGA clock cycles vary from input to input, but take
about 490000 cycles. Fig. 6 shows the results of two scalar
multiplication operations in ECDH operation. Compared to
the initial version, the initial version took 7.7ms at 100MHz
and the LUT was 47800. However, in the current version it
takes 4.9ms at 100Mhz frequency and the LUT is 25661 used.

PUBLIC KEY GENERATE START 2

K : 38F65D6DCEAT676044D5BCEE139582D568F64B816098D179DBABAT7410D5CAFS
Px + 6B17D1F2E12C4247F8BCEGEDO3ALLAFZTTE37DB1Z0EB33ABF4ALI9450878C296
Py : 4FE342E2FE1ATF9BEEETEB4ATCOFIEL62BCE33576B315ECECBBOLRABITBFOLFS
STATUS: Beeesael

Waiting...

(CPU) Execution time : 4.96877537537 ms

(FPGA) Num of clock : 494505 cycles

SEQ: @eoepanl

STATUS: @08eeeal

Qx : 119FZF@47982782ZABBCIEZTADLAFFOEBIBI64E29CA99C06BOZ0DBATEBEA3FADE
Qy : BF52B726664CAC366FCIBACTAB12B2682CBD962E5ACE544671D41B9445784D1D
TEST PASSED

PUBLIC KEY GENERATED:

QIUTx: 119F2F@47902782ABBCIE27ABLAFFEERIBI64E29CA99CA6BA2DDBAISBAAIFEDR
QIUTy: BF52B726664CAC366FCIBACTABL2B2682CBD962E5ACBE44671D41B9445784D1D
PRIVATE KEY GENERATE START 2

K : 38F65D6DCEAT676044D5BCED139582D568F64B816098D179DBABAT7410D5CAFS
Px : BO9FR4289064348C01510EBA3DSCETACIABCEI49BFOCAADR1Y7EDBDA3ABOATAE
Py : B29DB4EB11197F25EBABFS5194692CBOFF44RE26D4421011372461F579271CDA3
STATUS: Beeeeanl

Waiting...

(CPU) Execution time : 4.95489965515 ms

(FPGA) Num of clock : 495848 cycles

SEQ: @eoepan?

STATUS: @08eeeol

Qx : B570636696CEB0B67ABCH3BCEYAESETDIADFALL90EIBICEZL1CEA778C0TCDAGT
Qy : AGASB3E335E3922157EFFIF7C2EZB41EFBAOAIAIIDRB638E751DBI3TABEELEAT
TEST PASSED

SHARED PRIVATE KEY GENERATED:

ZIUT + 057D636096CB8RB6TABCAIBCAIBERBTDIADFALL95E9BICE241CBATTECE9CDA6T
Total Execution time : 9.91487503052 ms

Fig. 6. FPGA ECDH Test Result
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The speed was 36% better than the initial version. Also, the
area decreased by 46%. The test vector shown above is the
result of randomly selecting P-256 curve and test vector
provided by NIST, and satisfied all cases. In the ECDH
calculation process, it was confirmed that all NIST test
vectors including PC-FGPA communication time pass within
10ms on the average.

B. Magna 180nm ASIC Report

In the previous ASIC process, there was a lot of area
problems because it was an unoptimized version. The
maximum operating frequency of that version was 100Mhz.
Fig. 7 is the result of the Magna 180 process report.

However, the maximum operating frequency of this
version was able to operate up to 200Mhz. Compared to the
previous version, when compared at operating frequency of
100MHz. For comparison with the previous version, the
report results are shown in Fig. 8.

Number
Number
Number
Number
Number
Number
Number
Number

106437
298979
ploplolt:]
combinational cells: 160222
sequential cells: 35597
macros/black boxes: o}
buf/inv: 48711

ports:
nets:
cells:

references: 43

Combinational area: 2171567.088841
Buf/Inv area: 324151.031253
Noncombinational area: 1460532.491493
Macro/Black Box area: 0.000000

Net Interconnect area: 2376.085572

3632099.580335
3634475.665907

Total cell area:
Total area:

Fig. 7. The initial version area report

In the current version, 64% reduction in Area is shown
compared with the previous version.

Fig. 8. Current version area report
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C. ASIC Chip Test

The semiconductor chip, which has completed the process
and packaging work, undergoes two steps: a function
verification process to check the operation status inside the
chip and a prototype test using a commercial FT245 board.

Function Verification - Function Verification is a process
of confirming the operation frequency of the receiving chip
and verifying the characteristics and checking whether the
chip is defective. The verification is done using IDEC Test
configuration

Board v1.1. Fig. 9 shows the overall
environment.

Serial Program

Fig. 9. Chip Test Environment

IDEC Test Board v1.1 is a board that can connect pins of
ASIC chip 208pin and Xilinx Xpartan-3 XC3S1000 FPGA
directly. Test data and verification data are stored in the
memory of the FPGA board to verify whether the internal
core of the chip operates normally. Fig 10 shows the Chip test
environment.

N

[ BSIc Chip
Socket
—— ASICCHP : B i |

Spartan - 3. F1245,
Verfication Module ——

-
]

08Pinl/0

IDEC PSKKH

ilinx Spartan 3

g E SRAM : Test Vector

Fig. 7. ASIC chip test environment

In addition, the verification is performed by changing the
operating frequency of the chip and verifying whether the
target operating frequency is satisfied through the process of
testing.
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Prototype testing - The prototype of the ECC Processor is
fabricated using the verified data through Function
Verification and validated. The operation of the target
program is verified by using the commercial board of FT245
which is an interface used for the chip for the cryptographic
operation.

Fig. 11. shows the ASIC result chip layout.

FEREEEEERE R RERE LR R R LR R PR R R R R R F R
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Fig. 8. Chip Layout

IV. CONCLUSION

In this paper, an ECC Processor function, which is a typical
public key cryptosystem, is designed as hardware, and an
efficient design technique for low area and high speed
implementation with limited resources has been studied. In
addition, hardware structure design and functional
verification, synthesis and performance analysis were
performed to design ASIC, not just FPGA implementation.

In this design, the area is optimized more than 64% of the
area, and the speed is more than 36%. The maximum
operating frequency was up to 200Mhz. We have studied
various techniques for improving the performance of
algorithms in hardware environment. In addition, we define
the architecture and operation structure for operation parallel
processing and control.

Much optimization has been done in the area portion.
Therefore, it is possible to trade-off speed and area
appropriately by applying various techniques for high-speed
hardware operation for parallel processing and effective
operation processing.
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