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Abstract - This paper describes a design of 233-bit elliptic 
curve cryptography (ECC) processor that supports the NIST 
B-233 elliptic curve over binary field. The ECC-B233 processor 
computes point addition and point doubling operations on 
elliptic curve as well as scalar multiplication, which are 
required for ECC. It adopts the modified Montgomery ladder 
algorithm for scalar multiplication in order to make it strong 
against simple power analysis attacks. The finite field 
multiplication, squaring, and division operations over  were 
implemented using shift-and-add serial multiplication and the 
extended Euclidian algorithm to achieve area-efficient 
implementation. A prototype chip for the ECC-B233 processor 
with 51,900 gates was fabricated using a 0.35-um CMOS 
process. Chip test results show that the ECC-B233 processor 
can operate with an operating clock up to 55 MHz. The ECC-
B233 processor consumes 490,700 clock cycles for a scalar 
multiplication, which means that it takes about 9 msec at 55 
MHz clock frequency. Forty-two chips out of 48 test chips were 
working correctly, resulting in the yield of 87%. 
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I. INTRODUCTION 
 

Based on the continuously evolving Internet of Things 
(IoT) and the Internet of Everything (IoE), our society is 
entering a hyper-connected society. In addition, information 
exchange using networks, electronic finance, and electronic 
commerce are increasing. Because information must be 
protected from security attacks, the importance of security 
and privacy is becoming more important. Information 
security is to protect information in various aspects such as 
confidentiality, integrity, and authentication of data. 
Cryptographic techniques for information security include 
symmetric key cryptography and public key cryptography.  

Symmetric key cryptography is a method that the same 
key is used for encryption and decryption. AES (Advanced 
Encryption Standard) [1] and ARIA (Academy, Research 
Institute, Agency) [2] are standard cryptographic algorithms 

of America and Korea, respectively, and are widely used in 
symmetric key cryptosystems. 

Public key cryptography is a method that different keys 
are used for encryption and decryption. It is complementary 
to symmetric key cryptography and is used for 
authentication, key exchange and integrity verification 
between transceivers. Elliptic curve cryptography (ECC) [3] 
is considered as one of possible solutions implementing 
public key cryptosystems for IoT devices and networks. 
Since the introduction of elliptic curves to cryptography by 
Victor Miller [4] and Neal 

 Koblitz [5] independently in 1985, ECC has attracted a 
lot of attention for public key cryptography. ECC has been 
standardized by National Institute of Standards and 
Technology (NIST), American National Standards Institute 
(ANSI) and IEEE [3, 6]. It is well known that ECC requires 
shorter key size than RSA for achieving similar security 
level. ECC with 160-bit key offers similar security level to 
RSA with 1024-bit key [7]. Due to these advantages, ECC is 
proposed as a public key cryptography suitable for 
applications having limited resources including IoT and 
sensor network. 

In this paper, we designed ECC-B233 processor for 233-
bit elliptic curve over binary field, and was implemented by 
MPW. A brief introduction to elliptic curve cryptography is 
given section Ⅱ. The design of ECC-B233 processor is 
explained in section Ⅲ, and results of functional verification 
are described in section Ⅳ. Section Ⅴ describes chip test 
results, and conclusions will be followed in section Ⅵ. 

II. ELLIPTIC CURVE CRYPTOGRAPHY 

 
The elliptic curves (EC) defined in NIST FIPS 186-2 

standard are shown in TableⅠ[3], which are classified by 
prime field EC and binary field EC according to the 
underlying finite field. Five ECs are defined in prime field, 
and ten ECs are defined in binary field. In the case of binary 
field, it is classified into Koblitz curves and pseudo-random 
curves according to the values of coefficients 𝑎 and 𝑏 in 
the equation defining the EC as shown in equation (1). 

 
              yଶ  𝑥𝑦 ൌ 𝑥ଷ  𝑎𝑥ଶ  𝑏          (1) 

 
where 𝑎, 𝑏 ∈ 𝐺𝐹ሺ2ሻ and 𝑏 ് 0. 

In the case of Koblitz curves, the cofactor has a relatively 
high value of 2 or 4. The cofactor is the value of the order of 
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elliptic curve divided by the order of the base point and is 
preferably as small as possible for the safety of elliptic 
curves in cryptographic applications. The pseudo-random 
curves have a cofactor of 2 regardless of the coefficient 
value, which ensures a relatively higher safety than the 
Koblitz curves. 

The main operation in ECC is scalar point multiplication 
that is represented in the form 𝑄 ൌ 𝑘 ∗ 𝑃  where 𝑘  is a 
secret key, 𝑃 is a point on the elliptic curve, and 𝑄 is the 
result of scalar point multiplication. The safety of ECC is 
based on the Elliptic Curve Discrete Logarithmic Problem 
(ECDLP) which means that it is difficult to know 𝑘 through 
inverse operations even if we know the points 𝑃 and 𝑄. 

 
TABLE Ⅰ. Elliptic curves recommended by NIST 

         FIPS 186-2 

 
Prime Field 

𝑮𝑭ሺ𝒑ሻ 
Binary Field 

𝐆𝑭ሺ𝟐𝒎ሻ 

Elliptic 
Curve 

P-192 
B-163 

K-163 

P-224 
B-233 

K-233 

P-256 
B-283 

K-283 

P-384 
B-409 

K-409 

P-521 
B-571 

K-571 

 
The scalar multiplication can be computed by point 

addition and point doubling operation. When there are two 
arbitrary points 𝐴ሺ𝑥, 𝑦ሻ and 𝐵ሺ𝑥ଵ, 𝑦ଵሻ on elliptic curve, 
the result 𝐶ሺ𝑥ଶ, 𝑦ଶሻ of point operation (PO) is calculated by 
addition, multiplication, division, and squaring operations 
on the finite field as shown in Table Ⅱ. The performance of 
scalar point multiplication and finite field arithmetic 
operations greatly influences the performance and 
optimization of ECC processor. 

The scalar point multiplication can be implemented using 
binary method [8], Non-Adjacent Form (NAF) [9], 
Montgomery ladder [10] algorithms, and so on. The binary 
method performs point doubling for each loop and point 
addition by the hamming weight of the given secret key. 
When the NAF algorithm is used, the amount of computation 
can be reduced compared to the binary method by reducing 
the hamming weight of the secret key. However, since the 
above two algorithms differ in the computation amount 
according to hamming weight of the secret key, the attacker 
can obtain information about the secret key through side-
channel attack such as simple power analysis. Modified 
Montgomery ladder (MML) algorithm was adopted to 
implement scalar multiplication, which makes it strong 
against simple power analysis attack. The MML algorithm 
was modified to circumvent the constraint that is the most 
significant bit of integer 𝑘 must be a value of one. 

Additions on binary field 𝐺𝐹ሺ2ሻ can be implemented 
with bitwise XOR gates, and there are many algorithms for 
implementing multiplication and division operations over 
binary field. Montgomery multiplier [11] can be used to 
reduce the clock cycles required for multiplication operation 
as well as the number of partial products. On the other hand, 
shift-and-add multiplier [8] takes clock cycles as long as the 
key length, and simple shift and XOR operations are used, 
resulting in simple hardware. 

The division on binary field 𝐺𝐹ሺ2ሻ can be computed 

by multiplying the inverse of multiplication. When Fermat’s 
little theorem [11] is used, the inverse of the divisor is 
obtained using the same property as 𝑎ିଵሺ𝑚𝑜𝑑 𝑝ሻ ൌ
𝑎ିଶሺ𝑚𝑜𝑑 𝑝ሻ , and multiplied by the dividend using 
multiplier. When using the extended Euclidean algorithm 
[12], the divisor and dividend can be substituted into initial 
values, and division result can be obtained directly without 
performing multiplication operation. 

 
TABLE Ⅱ. Point addition and point doubling operations over binary field 

using affine coordinate 

Point addition (C = A + B) Point doubling (C = 2A) 

𝜆 ൌ ሺ𝑦ଵ  𝑦ሻ/ሺ𝑥ଵ  𝑥ሻ 
 
𝑥ଶ ൌ 𝜆ଶ  𝜆  𝑥  𝑥ଵ  𝑎
 
𝑦ଶ ൌ 𝜆ሺ𝑥  𝑥ଶሻ  𝑥ଶ  𝑦 

𝜆 ൌ 𝑥  𝑦/𝑥 
 
𝑥ଶ ൌ 𝜆ଶ  𝜆  𝑎 
 
𝑦ଶ ൌ 𝑥

ଶ  ሺ𝜆  1ሻ𝑥ଶ 

 

Ⅲ. ECC-B233 PROCESSOR DESIGN 

A. Overall architecture 

We designed an ECC-B233 processor that supports B-233 
elliptic curve defined in the NIST FIPS 186-2 standard. The 
architecture of the ECC-B233 processor is shown in Fig. 1. 
The ECC-B233 processor consists of Reg_Add block to 
store intermediate results of scalar multiplication, 
Alu_GF233 block to perform multiplication, squaring, and 
division over binary field, control block for controlling 

Fig. 1. Architecture of the ECC-B233 processor
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scalar point multiplication, and BUFFER block for I/O data 
conversion. Reg_Add block has seven 233-bit registers to 
store the coordinates of starting point, secret key 𝑘 , and 
intermediate results of scalar multiplication. It also includes 
XOR gates for addition operations on binary field. The 
BUFFER block converts 16-bit data entered from outside 
into 233-bits, then sends them to Reg_Add block. The 233-
bit data from Reg_Add are converted into 16-bit data and 
sent to outside. 

 
B. Alu_GF233 block 

Alu_GF233 block is composed of a multiplier and a 
divider over binary field 𝐺𝐹ሺ2ଶଷଷሻ . The irreducible 
polynomial of the elliptic curve B-233 is 𝑓ሺ𝑥ሻ ൌ 𝑥ଶଷଷ 
𝑥ସ  1. In order to reduce hardware complexity, shift-and-
add serial multiplier and extended Euclidian algorithm are 
adopted for binary field arithmetic operations including 
multiplication, square, and division. The binary field 
multiplier and divider are implemented by simple shift 
operations and XORs rather than using multiplication and 
division operations that require large hardware resources. 

Fig. 2 depicts binary field multiplier that consists of three 
233-bit registers, MUXs, and XORs. The two input data 
iDATA_A and iDATA_B are stored in Shift_reg and B_reg, 
respectively, and iDATA_B or 0 is stored in C_reg according 
to the least significant bit (LSB) value of iDATA_A. The 
data stored in Shift_reg is shifted to right by 1 bit per clock 
cycle and 𝐶_𝑟𝑒𝑔 ൌ 𝐶_𝑟𝑒𝑔  𝐵_𝑟𝑒𝑔  operation is 
performed when the value of Shift_reg[1] is 1. This 
operation adds the partial product generated in 
multiplication operation on binary field. AND gates perform 
modular operation using an irreducible polynomial when the 
most significant bit (MSB) of the data stored in B_reg is 1. 
So the intermediate results of multiplication operation are 
always the element of 𝐺𝐹 ሺ2ଶଷଷሻ . The multiplier is 
designed to output the result from C_reg register with 
end_mul signal after 233 clock cycles. 

 

 
Fig. 2. Binary field multiplier 

Division on binary field 𝐺𝐹ሺ2ଶଷଷሻ  is computed by 
multiplying the inverse of the multiplication. In this design, 
the inverse and multiplication operations are simultaneously 
performed using the extended Euclidean algorithm, and 
division operation is completed in only 2*m clock cycles. 
Fig. 3 depicts binary field divider that consists of three 233-
bit registers, two 234-bit registers, XOR gates, and so on. 
The dividend value of division operation is entered to 233-
bit input port iDATA_A, and then is stored in the register 
U_reg. The divisor of division operation is entered to 233-
bit input port iDATA_B, and then is stored in the register 
R_reg. Data stored in T_reg and R_reg are shifted to the left 
by 1 bit every clock cycle. In the case of data stored in T_reg, 
the modular operation is performed using an irreducible 
polynomial after shifting. So the intermediate results of 
division operation are always the element of 𝐺𝐹 ሺ2ଶଷଷሻ . 
The divider is designed to output the results from V_reg 
register with end_div signal after 466 clock cycles. 

 

 
Fig. 3. Binary field divider 

 
C. Control block 

The control block that is a key component for MML 
algorithm-based scalar point multiplication is composed of 
finite-state machine as shown in Table Ⅲ. ADDP0_DBLP1 
is a state when the bit value of secret key 𝑘  is 1, and 
ADDP1_DBLP0 is a state when the bit value of secret key 
𝑘  is 0. In the above two states, point addition and point 
doubling operation are performed, and the registers for 
storing the intermediate results are shared. MAINTAIN state 
checks the bit value of secret key 𝑘 from MSB to LSB, and 
does not perform any point operations until the bit value of 
𝑘 is 1. 
 

TABLE Ⅲ. Finite-state machine for scalar multiplication 

State Function 

IDLE wait state 

MAINTAIN 
bit value is checked until it reaches 1 of 

the secret key 𝑘୧ 

ADDP0_DBLP1 bit value of the secret key 𝑘 is 1 

ADDP1_DBLP0 bit value of the secret key 𝑘 is 0 
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Ⅳ. FUNCTIONAL VERIFICATION 

 
Functional verification of the ECC-B233 processor 

designed in Verilog HDL was carried out using Xilinx ISim. 
Fig. 4 shows the simulation results of the ECC-B233 
processor and reference values of document [13]. The B-233 
elliptic curve parameters defined in NIST FIPS 186-2 [3] 
were used, and a 233-bit secret key of “0c7 e814dd40 
466073ef 4cfd3319 b2f0488d 3eed4bba 24dc189a 
1c65c202” was multiplied to generation point. After 
iSTART_ECC signal is activated, a scalar multiplication is 
performed for 490,699 clock cycles. It can be confirmed that 
two coordinate values for which the scalar multiplication is 
completed are output simultaneously with oEND_ECC 
signal. The x-coordinate of scalar multiplication “1f4 
85a65e59 b336e140 1c8a311f 01c92626 c663e69f 12a627e5 
3e8f0675” and the y-coordinate “1bf 338ce75a dfb07deb 
d962e1d8 0c101587 269ac995 1b40422b 12e9da3e” are 
exactly same as the reference implementation values. 

 

Fig. 4. Functional verification results of ECC-B233 processor 
 

 

Ⅴ. IMPLEMENTATION AND CHIP TEST 

 
A. Layout design 

The ECC-B233 processor was implemented with MPW 
chip using a 0.35 𝜇𝑚  CMOS process. Table Ⅳ depicts 
design and verification flow. Xilinx ISim was used for RTL 
simulation. Synopsys DesignCompiler was used to convert 
the HDL code modeled at RTL into a gate-level circuit. After 
logic synthesis was completed, the gate-level netlist was 
generated and formality was used to verify that the netlist 
and HDL code were the same. Synopsys PrimeTime was 
used for both pre-layout and post-layout STAs. Static Timing 
Analysis (STA) analyzes the operation timing of synthesized 
circuit by analyzing the violation of setup time and hold time 

of the register. Mentor Graphics Modelsim was used for both 
pre- and post-layout simulations. P&R design of ECC-B233 
processor was carried out using Astro. The parasitic RC 
values were extracted using Star-RCXT. Fig. 5 shows the 
layout of ECC-B233 processor whose area is 2,170 ൈ 
2,080𝜇𝑚ଶ. 

 
TABLE Ⅳ. Design and verification flow of ECC-B233 processor 

Process Tool 

1. RTL Modeling & 
Functional Verification 

ISim 

2. Logic Synthesis DesignCompiler 

3. Equivalence Check Formality 

4. Pre-layout STA Primetime 

5. Pre-layout Simulation Modelsim 

6. Place & Routing Astro 

7. Equivalence Check Formality 

8. RC Extraction Star-RCXT 

9. Post-layout STA Primetime 

10. Post-layout Simulation Modelsim 

 

Fig. 5. Layout of ECC-B233 processor 

 
B. Chip Test Result 

Fig. 6 shows the chip test setup that consists of a test board 
and GUI software on PC. The test board contains a socket 
for mounting a chip under test, a FPGA device of Xilinx 
Spartan3 XC3S1000, and some switches. In order to send 
test vectors from PC to test board, and to receive test 
responses from test board, UART and wrapper circuits are 
implemented in FPGA device. Elliptic curve parameters and 
secret key are sent to the wrapper implemented in FPGA, 
then are moved into the test chip (ECC-B233 processor). In 
the ECC-B233 processor, scalar-multiplied data are sent 
back to PC via FPGA. 
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Fig. 6. Chip test setup 

 

 

Fig. 7. Test result of ECC-B233 processor 

 
Fig. 7 shows chip test result using Elliptic Curve Diffie-

Hellman (ECDH) key exchange protocol that uses scalar 
point multiplications in EC. The x-coordinate 𝐺௫  of 
generation point on EC is “0fa c9dfcbac 8313bb21 39f1bb75 
5fef65bc 391f8b36 f8f8eb73 71fd558b” and the y-
coordinate 𝐺௬  is “100 6a08a419 03350678 e58528be 
bf8a0bef f867a7ca 36716f7e 01f81052”. Alice and Bob 
share the two coordinates 𝐺௫ and 𝐺௬ of generation point, 
and then generate random constants 𝑘  and 𝑘  that are 
greater than 0 and less than the order of generation point. The 
constant 𝑘 is used as Alice’s secret key, and 𝑘 is used as 
Bob’s secret key. Two secret keys 𝑘 , 𝑘  and two 
coordinates 𝐺௫ , 𝐺௬ are sent to the wrapper implemented 
in FPGA, and the data are sent from the wrapper to the chip. 
Alice and Bob compute scalar multiplications of 𝑃 ൌ 𝑘 ∗
𝐺  and 𝑃 ൌ 𝑘 ∗ 𝐺  using the ECC-B233 processor 
implemented in chip, respectively. After Alice and Bob 
exchange 𝑃  and 𝑃  each other, another scalar 
multiplications of 𝑃 ൌ 𝑘 ∗ 𝑃  and 𝑃 ൌ 𝑘 ∗ 𝑃 
are calculated by the ECC-B233 processor. After key 
exchange is completed, the software verifies whether the 
ECC-B233 chip works correctly by comparing the 
calculated final values 𝑃 and 𝑃, as well as they are 
included in the B-233 elliptic curve. Total 48 chips were 
tested with operating clock of 55 MHz and 42 chips work 
correctly, resulting in 87% yield. 

Ⅵ. CONCLUSIONS 

 
An ECC-B233 processor supporting B-233 elliptic curve 

defined in FIPS 186-2 was designed and fabricated in 
0.35𝜇𝑚 CMOS process. The designed ECC processor was 
implemented using modified Montgomery ladder algorithm 
to be safe for simple power analysis. The multiplication and 
division operators on binary field were implemented using 
simple shift operation and XOR gates to minimize hardware 
resource consumption. 

The ECC-B233 processor integrates 51,900 GEs on the 
area of 2,170ൈ 2,080𝜇𝑚ଶ . Chip test was performed with 
operating clock of 55 MHz, and it requires 8.9 msec for a 
scalar point multiplication. Among 48 chips tested, 42 chips 
were operated correctly, resulting in yield of 87%. The ECC-
B233 processor can operate complex operations of public 
key cryptosystem ECC at a high speed, so it can be used to 
implement security system where code size or memory is 
limited.  
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